B ""--"-.""_'--"f"'.--f*;f}i'i"i'-'za"ry Pb!i#e'. Ny

A@@@untabsmy @perais@ﬁ ]
- And Maintenance of. 'g‘:h@ T

Pl 'f-if.--f?_..Aévant@ﬁ" Intrusion =
-7 Detection Systemn é’@S}
| . Standing’ @peraimg

N Pm cedureg (S@P} ) -

Manﬂuver Suppcr& Cen*ar _
Fort Leonard Wocd Mo - -

Juiy 200



Maneuver Support Center : - Fort Leonard Wood 7
Fort Leonard Wood, MO Change 1

Effective 01 September 2003
‘Military Police

Accountability, Opergtion, and Maintenance of the Advantor Intrusion Detection System (IDS)

Surhmary. One minor cﬁange as been -
added, clarifying the intent and the users it

affects..

Suggested Improvements _

The proponent agency of this regulation js
the Provost Marshal. Users are invited to
send comments and suggested. 5
improvements on DA Form 2028 _
(Recommended Changes to Publications
and Blank Forms) to Cdr, MANSCEN & -
FLW, ATTN: ATZT-LEC-PS, Fort Leonard
Wood, MO 65473, . ;

1. Fort Leonard Wood IDS SOP, July 2003,
is changed as follows: - .

1-1. Purpose: This SOP establishes the
polices for the security, accountability, -
~ operation, testing, and maintenance
procedures for those Advantor Intrusion
Detection System (ID8) in use on Fort
- Leonard Wood, and under the responsibility
of the Law Enforcement Command,
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: ‘-‘Hzmory :his IS l-hl'-.'" rmt';
* - publication of the .-

_ '."'.I'I:I(so i

Summarv This SOP ,
s ESfabeEhES policies for fﬁe ]
. security, operation, &nd- +. 7.

it Ghapter 1

o Sl [
Ty IntrodUctaon pags‘l
g __Purpose-1 14

M_r;IEUVEFISL}ppOH Céhter Y
Fort 1 eonardWood MO g
Ju!y 2003 -

-“f '.A{;:cc;ﬁrlnt;abiiity,

*Fort Leonard Wosd IDs sop

Operauon and Mafnten ancs of the Advamor Intrusmn Detecﬂon Sy tem {JDS}

: 'Bv Order of fhe f“hte; of :

. with related :

' -hxef Or Sfau

~ Maneuver Support Cen;er
. Law Enforcément. |
- Command IBS Smndmg o

Operatmg Prccedurec e

- testing of the Advamor IDS-; :
‘;sysiem b

Apphcabz!:ty Th:s SOF’
- Is'applicable to &l
“ E --‘-:_crganrzatrons tenam
o activities, contr ectors, and
L any EULhOﬂZEd personne{

__ _reepons;bi!ifres

h The proponént agency or
" this SOP is the Provost

“_‘ send‘commsants-and -
‘DA Form 2028 .

" Publications and Blank -

“Fort Lsonard Wcod MO

this SOP i made | iri .

,requarements o, the
: 'nsfaf!atlon SN

?,_ Confents (Lrsted by parcgraph number}

3 General Informahon

' References-1-2 . -

| ‘s;éc'ﬂcﬁ'u '

RBespensi .ummuca :

Provo& Marsha! 1'3

" Director of Logmtacs« 14

. Director of Public Works-1-5 . -
Director of fnrorrr-nt:on Management~ 16 -
Prmected Units and Actfvmes~ 1~? '

Chap‘er 6

Chapter 2

Obtaming & F'ersonaf idenfiﬂcatfon Number g Syl
' 1-"_'(P!) | Sy e

e "Chapfers o e L P
“ --‘-:-"_':IDS Mamfenance Keys F

Bon -Chapfer4
- -System Users
..Chapter 5.
'IDQ 'T'-:s* Q"\ i

Sensor Test Pmcedure:.

. Balanced Magnetic Switch- 6-1- ,

- Passive Infrared Motion Sensor- 6-2

. Vibration Signal Detector- 6-3
Alarm Lafohmg Switch- 6-4

Sentrol Panic Switch- 6-5

" Ademco Key Box Duress- 6-6,

" Suggs “fpd!mprgvemen?s

" Marshal. Ussrs are mvned to e i
- suggested i tmprovemﬂnts on

Y. i (Recommended. Changes 6 E
24 Infnnm Changec Interim,__'- s s
- changes to this SOP: are |

not official unless =+ < 7 :
‘authenticated by the Chief' i
.. Of Staff. Users will desumy__':} 6“473
“:interim changes on their -
expiration date unless

I.'.f:‘,FormE) 10 Cdr MANSCEN dL-: I. R
. FLW, ATTN: ATZT-LEC. e

.D:strlbutxon Dlswrbuuon of - ._-"“ 3

"":“"'-iaccorciance With-the. . .2

o
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S napter1
'Gencrai inrormatlon :

._ .'Sactronf _
B In’troductxon

1 1 Purposa i
v .- .This SCP eslabhshes the pohcras forthe
secumy, accountability, operation, tesung

i il mim s i e Fms E
' Lt IU Ifl’t-ll]lll_rl“-l] J\-Jl.f PI Uun—t_‘bﬂl_n.d IS TR TR

-."--'Advamor Intrusion Detection System (iDS) d

' -._|n use on Fort Leonard Waoa

‘ - -2 References

; -:.-_-'Iforms are Ifsted in appendrx A

'§f..59ction i 5P
s f‘Respons;bihties '_.

-._'1-3 Provost Marshal . g,
' “The Provost Marshal (PM) waIf—

.+ where alarms will annunciate, and from -
. i which a response force can be. dzspatched

b Notify site owners when alarm acuvates :

% 6, Provide IDS users with 2 Personal.

i _identrf catlon Number (PIN) as requeszed
% d..Maintain a log of all alarms recelved -

” and provide this log when requested: .
. e Request funding through TRADOC for
,'upgradmg and equipment replucement

: "'-"1..the Drrec’ror of chisﬂca (DOL)

""_-._1-4 Dlrector of Lomsircs e
71" The Direstor of Logistics (DOL) will-
...~ a. Provide technical support for the
ol mstaiiation and main*enance of the IDS

: n""';-"-sysfem

. b. Perrorm preventive maintenance checks”
7 " with the names, teisphone numbers, and -.

" call order of the personnel to contact when
an alarm activates, or problems assocmted LA

e and sérvices.on each system semi-anniually.
. All.components will bé checked for proper -
operation. Results of the checks will be

pravided to the Law Enforcement Commarid o5

(LEC), ATTN: Physical Security.

. .c. Provide 24-hour assistance for all

.- critical IDS accounts as listed in Annex DD

<. of the MANSCEN & FLW Emergancy

Operations Plan.
- d. Provide & list of personnef auLhorlzed jc}
~periorm maintenance on the IDS to the

Provost Marshal, ATTN: Physical Security
and to the DPTM ATTN EOC

" 'Related pubircauons end | prescnbed rerated h

‘a, Maintain the central control stauon + )

: “'-.1-5 Director of Pubi:c Works
_ The director of Public WOF:CS will provide for
- .. all electrical power and the instaliation of -
- e!ccmcar condu;t associ ated with the IDS.

’1 -6. Direcfor of in.orn fon Management--i_ 3

- . (DOIM) - : :
.’ The Director of Inromatron Munagement w:ii o

provide-for gli required telephorie line

. m,—-#—!’!a—.‘mn nr-r-n:-o-arw fn nrmnr{c a rfcrim-:‘:rf—'

¥ teiepnone iine to the IDS systﬁm

s, 1, Protected Unus and Actwmes o
.. Protectéd units and activities will--
" a. Establish Intetnal procedures (SOP). .
..+ hecessary to perform the actions outi ined In ;
“ L this SOP IAWAH 190 11 and AR _
~380-5.~ :
¢ ™ B, Prowde arred and u*nar’ﬂed cuarde
- - should the IDS sysiem become moperabfe
- . and IAW Annex DD (Installatior} Emergency. .
*+, . Guard Force and MEVA/HRT Plan) fo the W
- . MANSGCEN & FLW Emergency Operauons S
2 Plan (MANQCEN & FLW EOP} L e o

' .'.Chapt@rZ get. B nt s
*L'Obtaining Fertcnai ldenhf‘c ;.zon szber” L
i 4 {PIN) . TR . W
-',"Cnmmander and I.‘Jn'ectc:r‘= wuf ey T el 2N
“ . - a Process requests for. PIN(S) utmzmg the W e
Arms rmom!Facmty access list format; each s
.- time a person Is to be added, retained, or:
‘deleted. This action will take PfaCE e

- f. Coordinate repairs and upgradmg wfth @ g o
A g _,"'{mmediatefyupon anychange in personne! s

‘b, Ensure personnel-sign for their PIN at’.

the. Installation Physical Security Office. :

- c.Ensure personnel have a completed: .

'+ .7 and documented background check and are
conthe unaccompanfed access roster, if:

"' necessary.

d. Provide the Provost Marsha]s Omce R

with the IDS = after A”*;{ hours, When .;
personnel listed cannot be reached or will"-

" not respond, the commander or.d :recior WJH
~ be nofified,

‘e; Brief all F'IN hofders of the

responsibilities associated with ha\;":ng gt
-+ PIN. Sharing or utilizing unauthorized PIN(s)

can result in UCMJ action and/or :mmediare

" revocation of [DS privileges. . - - -



’ :' ; '. aumontyﬂjr any exempﬂonsto ’rhre SOF

- keys - 5
- b. The onfy personncf cuthonzed to open 5

Chepfers :
IDS Mamfenance Keys 3 "
Um_ts WI” nof TEI::I'H IDS m:;znu:nanee ’

the control pane! are Installation’ Phys;eai
Secunty end DOL Mamtenance -

Chapter 4

ek L I [
._.'Jp._u.«.-u).r 14-.u..a-u- .

-All system users wﬂi- -

- a. Code infout with their PIN eaeh tfme the-'_:.".; '

protected area is'opened or closed.
-b. Test the system. monthly. Record the

' test on DA Form 4930-R. This form will~
.remain on file for one (1) year from the date g

of the last entry.” -

.c. Not give out hJS or her personaf PIN to o )

nnyone .
.d. Not epen the eontro! pane! fer eny

J'EESOI‘]

. e, Not make any adjustments te any efthe' : .'

eeneers within the protected area..: ..
'f. Sign for their PIN from the Insta“aﬂon
Physmai Security Office.; . 4.

g. Report any problerns | assoctated w;th
the IDS system to the InstafIatJon Phys:ce!
Secunty Offica. ™

"h. The Provost Marshal is the epprewng

Chapfers Ll el
" IDS Test Seé-up Procedur‘es
" The following procedurss have been

devefeped specifically for the IDS sysiem Ih o

‘use on FLW, and wijl be fo Iewed pner to‘.
testmg the sysfem

. a. Contact the MP deek pr[Ol’ to eonducﬂng |

the operational tests, Identify yourself,

v " location (burrding number room number.

el S &

v it Iuc:;, B n“?k: Prpaseetin -
et Informthem that muh‘lpfe alarms wii! be
“generated durmg the test. producers. -

. b, ‘Before. conducting the test, it will be -

‘necessary fo close all doors '-“r‘"‘ ".':r*.e‘eu.fe :

 equipped w1th a ba!anced magnetic swnrch o

(BMS)
- e Obaam the Advantor F’Jue Series £
~ guidebook that was issued when the syctem

- was installed. Open the book to pagthrded o

“Turning Your System On”, .
d. Observe the passive infrared mouon
sensor (P]MS) If the red indicator light is Iit,

N 'uOn n

P © systemto stabilize. -

for ali &pp Jcabfe sens

_I-__-Chapters L
Sensor Tesf Proceduree s g T T

the dewce is In afum Sfaﬂd Sffi” unm the

" indicator light goes out.

g, Aﬂew 30 seconde for the syetem to

E 5 cLaerze - :
f. The LCD dlspiay on. the keypad should _

read “Security Off" and *Select Security .
Mode" bengath this will be the words - -
"Occupred" on the leftand "On”, on:right, -

& 01 Press fhe buﬁ'en beneath the werd

(2) The LCD dfspiey shou d read

rn,..,...-- _i\.._-l:-.-': T Cmbos e S iaai, ..,;
—luuul\-‘ LA Vl =i H‘-‘-'HH

number fo![owed by vour PIN and press
:-enter. Should the LCD- -display not show -

" "Secure Armmg" it will display the senscr ln

vroiet;on All sensor v:o!ataene muet be’;

corrected before the system can'arm useif S

.(3) The display message should’ “hDW

' “Securlty is Off" followed: by Verifying -

. Please Wait." The system is now venfymg

you have enterad:the correct access PIN.
“(4) The LCD display will now change’

from green-to red and start ari audible count

_ dowin. At the end of the countdown {he LCD _
d[splay will show: "Security is On TNk A

*(5) Remain motionless for " .
apprexfmateiy 30 seconds fo eHow the

“ (6) Conduct IDS op'.eratfonn teet(s) 1 -8
ors. x e

81, Eal‘anced Magnaﬂc SWI‘éch (EMS)"" -

Teetmg Procedures

-a, Follow setup procedures as oufimed m TP
¢ chepterS o :

'b. With: the doon’wmdow ciosed and

e Ioaked atternpt fo rattle of move 1t, An aIarm
"..should not activate. Should an audible mgna! .
mmafe, contact Physical Security Office and i

}ue:ihm“rw.‘fdf* “‘J—*m—--—-w- R

f' ", ¢. Slowly-open the déor of windgw: An
audfbre alarm should initiate immedfateiy

when the Iatchmg edge of the openmg has -

" - moved moers than 1 % inches from the

<Closed position.-Activation can be observed
from the LCD keypad, Wait for the redlight”

" to start bhnkmg. Whlch denotee a systems - -

alarm.

. the star (*) button on the keypad.
€. \/ern’y alarm was recewed atthe MP

Desk

- d. Verify fhe qer‘zsor is in alarrn by pressmg_" o



B ':__m==tml]ed in the DFOLGCted area.

¥ "'--;.-"'_stabmze

i .audible’ alarm.should initiate when the .

f Rebecﬂ st DS a-e for each BN‘S -
' mst*l!ed in fhe prDTﬂCtEd area,’ :

2B 2 Pacswe !nﬂ-ared Mot on Sensor
' (PJMS} Testing Procedures . ©.. " -

2, Follow snup proc:edues as 5udmed in-. =

Chapter 59

o Ooserve the PIMS to betested E'nsurek'
the red Jight located'in the sensor is not fit. = -

o, Allow 30 seconds forth ystem_io_.
"ctabmze ; Y

a0 s .
u \-JUI'lUUUK l:l n’un\,ilud u.-ql. :.ry buuuu rrrlb- -.u. s .

-.'-the point, outside.the. protected area, orat - . L 5
: :8 5 Sentroi Pamc Sw:tch Tesf!ng

. -Procedures. - Sl TR
© .2 This tcstneeds to be accomphshed rr R O

the doorway to the protected area, moving -

| along a likely path an intruder. may.-take until -
"L an gudible alarm.initiates. If the device has-a. - :
* .- delay timer, the alarm. will not be- reportad S " 5

'-.-untﬂ the delay times as elapsed.

" w8l Verify the sensor Is in alarm by prescmg‘_;
5 ‘the star (*) button on the keypad... -
AT \/err_/ aJaﬂ"! was recewed ithe MP

7 Desk.

: g. RepcatsLeps a»f for e:ch PIMS

5 6-3, V:bratxon Ignai De;ec;o {V D}___-: S
K ,-"-Tes,.mg Procedures .+« ;- Tl e
‘s o a. Follow seLup procedures as outnned |n L
! s -_-'_chapferu ET

b. Allow 30 eeronds for the sysLern ;o

S Ehil g the profecLsd sur"ace Wlfh a sohd
" -object several times in succession. An

rrequired number of tabs or pulses have

.7 been recaived, The audrb!e aiarm WIH sLo;j .

Wifhrn 10 seconds

-e. Verify the sensor is ih glaim by pressmg_'_f ' & %
TN eDesk: N
< a:To reseh mcert the key thaLwas r-'.'sued Y

e 0 and turn. The.alarm will then be reset, -

' the star (*) button.on the keypad.-
1 Vern'y a{arm was recewed at fhe MP

: "-Deck

i m_._- g

6.4, Alarr-i Latchmg Switch (AI S/‘Fosu <

' Duress) Testing Procedures: ™ =~
a. This test neads ta he ..r‘r‘nmnhc:h,:rl in

both the:access and secure mode:

b. In the armsd mods, activate the alérfn- EE

" latching switch by placing your foot into the -
switch and ra:cmg your foes to activats the

alarm.

c. Verify the sensor is in q?arm by press;ncr

the star (*) button on the keypad.

Desk.

: g. REpeat steps af for each /8D mstaifed- L
.,‘_J._;-_-;ln ‘me prmeuen_dm:a -':_:- _ Vo

- d, Vemy the alarm. was received at he'MF'

"&. Remove foot uﬂd afarm will res et

. In the zccéss mode follow tha same .
proccdz,rcs in a-b abcve bUL conmn:rn o

.+ hold the switch up: - _
- gl Verify the s ensor is If Zlerm by precs;ng o
“.the star (¥) button. an the keypad If keypad .
" cannot be.reached from ALS, have an. - -
e -auﬁonzed individual assist, .. % e
e J Ven*y the aiarm Wx:S recewed gt the MP oy '
-_'...'_Desk : B
T Rspeat steps a~h IDI’ e:.ch ALS rnstared el 5w

R ‘i-ﬁ nrnF«-\ﬂinr{ oroa =
S ;

both'the access-and secure mode,
.:b, Gently pull down on the switch,

. “c. Verify the sensor is in‘alarm. by pressmg- Dpnd e
< ‘the star (*) button on the Keypad. - gue.il el
g ey \/en‘y the cfarm was rec:ewed at’ r,he MP:’;--‘- By 8, R
T Desk, - P, T

<. 8.Ta rese;the a!::rm p]ace the sw.u::h
i back to the upnght positicn -

- f. Repeat steps a-e, for each Semrol

'_,swnch installed in the protected area:. o
" - -g. Same procedures are Used to compIeLe )
N tectmg in access or secure modea i g

: 6-6. Adﬂmco Ke; Ecx Du; es= Testmg
"Procedures’ ' -
:.-8. This t LEQL needs to be ::CCOI""]P'EQf‘ed ;r.
. both the dccess and secure made,
-7 % .-.b-Push’down on the top pomon cfthe EA
2 box Ared line indicator should appear,.
. “Ic, Verify the sensor’is'in alarm by precs}ng LN,
W _-the star (*) button on the Keypad. * Py
d. Verify the afurm WaS reoeived at the MP_

f. Repeats lops a-, for each Ademco o

.87, Clazs Braakade Detenio:

-DOL-Ma!ntenance W:II test aH glass -

breakage sensors during semi- annual "
prnvantlve mamtenance serwce '

ST Same procedures are’ used'to: COmp[eEu T emia
g ".'iestmg in agcess or seoure modes i



. B-8, ereiess Infrusion Detect:on
'-' Devzces. o

D g All wireless detect[on deurces wm be

e cted inthe same presarrbad manner as
- outlined sbove,-. - ¥

'b. Batteries will be semced durmg seml-

annua[ preventwe malmcnance s

v tniome g e T

R
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